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- Document refers to the Knowledgebase Article.
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damages whatsoever, whether in an action of contract, negligence, or other torts, arising out of or in connection with the
use of the contents of the Document. The Company reserves the right to make additions, deletions, or modifications to
the contents in the Document at any time without prior notice.

Errors and Omissions Disclaimer

The information given by the Document is for general guidance on matters of interest only. Therefore, errors can occur
even if the Company takes every precaution to ensure that the Document's content is current and accurate. Plus, given
the changing nature of laws, rules, and regulations, there may be delays, omissions, or inaccuracies in the information
contained in the Document.

The Company is not responsible for any errors or omissions, or for the results obtained from the use of this information.

Fair Use Disclaimer
The Company may use copyrighted material that the copyright owner has not explicitly authorized. The Company is
making such material available for criticism, comment, news reporting, teaching, scholarship, or research.

The Company believes this constitutes a "fair use” of any such copyrighted material as provided for in section 107 of the
United States Copyright law.

If You wish to use copyrighted material from the Document for your own purposes that go beyond fair use, You must
obtain permission from the copyright owner.

"Use at Your Own Risk" Disclaimer

All information in the Document is provided "as is", with no guarantee of completeness, accuracy, timeliness or of the
results obtained from the use of this information, and without warranty of any kind, express or implied, including, but not
limited to warranties of performance, merchantability and fitness for a particular purpose.

The Company will not be liable to You or anyone else for any decision made or action taken in reliance on the
information given by the Service or for any consequential, special or similar damages, even if advised of the possibility of
such damages.

Contact Us
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Microsoft Graph Permissions Required by Organizational Chart

Introduction

The Vitextra Organizational Chart does not store any employee data of its own.
Everything it shows — names, job titles, manager relationships, photos and presence —
is read at run time from Microsoft Entra ID through the Microsoft Graph API. For that
to work, the web part needs a small set of APl permissions that a tenant administrator
approves once.

This article lists those permissions, explains what each of them is used for, shows how
to approve them, and describes what the chart looks like when a permission is
missing. It is intended for SharePoint and Microsoft 365 administrators and for
security reviewers who need to assess the product before deployment.

The permissions

Organizational Chart requests three delegated permissions for Microsoft Graph:
Permission Used for Without it

Reading the list of users and the

. . The ch
Directory.Re | manager relationship of each e chart cannot load any

employees and shows an

ad.All account — the data the hierarchy is
. error

built from

Reading the profile attributes

shown on cards (job title, The chart cannot load
User.Read.Al . . .
1 department, office location, phone employee profiles and

numbers, address and so on) and shows an error

employee photos

Showing the live Microsoft Teams
Presence.Rea | presence indicator (Available, Busy,
d.All Away, Do not disturb, Offline) on
each card

The chart works, but no
presence indicators are
displayed

All three are delegated permissions: the web part always calls Microsoft Graph on
behalf of the signed-in user, never with an application identity of its own. The chart
therefore never shows a visitor anything that the visitor could not see by browsing the
directory in Microsoft 365 themselves — it only presents it in a more convenient form.
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Note

The permissions are requested at the level of the SharePoint Online Client
Extensibility application principal, which all SPFx solutions in the tenant share. If
another Vitextra product — for example Employee Directory — has already been
approved for the same scope, the request for Organizational Chart is granted
automatically and does not appear as pending.

Approving the permissions

The permission requests are registered automatically when the Organizational Chart
package is deployed to the tenant App Catalog. To approve them:

1 Sign in to the SharePoint admin center with an account that has the Global
Administrator or SharePoint Administrator role.

2 In the left navigation, expand Advanced and select API access.

3 Under Pending requests, find the requests from the Organizational Chart package
for the Microsoft Graph resource — Directory.Read.All, User.Read.ALL and
Presence.Read.All.

4 Select each request and click Approve. Confirm the approval in the panel that
opens.

Home

o = |

API access

Manage access to Azure AD-secured APls from SharePoint Framework components and scripts.
Learn about managing permission requests

Sites ~
Active sites
Deleted sites

SharePoint Embedded ~

Backup ~  APIname Package Pre-authorized by Microsoft (O Permission Last requested

Policies v

~  Pending requests (0)
Settings.

~  Approved requests (74)
Content services v

Migration ~  Organization-wide (74)

Reports v Windows Azure Active Directory - - User Read
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Advanced ~ Azure Devops - E vso project

Azure Devops

Office 365 SharePoint Online - - Files.ReadWrite All

P
Office 365 SharaPoint Online - - TermStore ReadWirite All
¢ Customize navigation Office 365 SharePoint Online - - Sites.ReadWrite.All
+=+ Show all Office 365 SharePaint Online - - Sites FullControl All
Office 365 Exchange Online - - Calendars.Read

Office 365 Exchange Online - Yes User Read

Pending API access requests in the SharePoint admin center

Approved permissions move to the Approved requests list, where they can be
reviewed or revoked at any time.
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Warning

Approval takes effect immediately, but users who already have the page open need
to reload it. Browsers also cache the previous authorization result for a short time,
so if the chart still shows an error a few minutes after approval, wait a little and
refresh the page before investigating further.

Tip

The complete deployment procedure — uploading the package to the App Catalog,
enabling it for all sites and approving the permissions — is described in KB10035.
Installing Cloud-based Product.

What happens when a permission is missing

The three permissions fail in different ways, which helps to diagnose the problem:

- not approved. The chart cannot load the directory at all. Instead of the tree, the web
part shows the message Sorry, something went wrong. Please refresh the page and try
again. with a Configure button for page editors. Approve the pending requests and
reload the page.

- not approved. The chart loads and all cards are shown, but the presence dot on
photos is missing for everyone. This is the most common partial state: the two
directory permissions have been approved, while the presence request was
overlooked.

- A permission was revoked after deployment. The symptoms are the same as above.
Revoked permissions reappear under Pending requests and can be approved again.

Note

Presence requires more than the permission: the person must have a Microsoft
Teams license and be signed in to Teams. A user without Teams always appears
without a presence indicator, even when Presence.Read.ALlL is approved.

Who can see the chart

Because the web part uses delegated permissions, access to the chart is governed by
two things:
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- Access to the page. A visitor must be able to open the SharePoint page or the Teams
tab that hosts the web part — ordinary SharePoint and Teams permissions apply.

- Access to the directory. Every member of the organization can read basic directory
information in Microsoft 365 by default, so every visitor with page access sees the
same chart. Guest users, on the other hand, are not loaded into the chart and
typically cannot read the full directory either.

Organizational Chart does not add any permission layer of its own: it does not hide
individual employees from particular visitors, and it does not grant anyone access to
data they could not read elsewhere in Microsoft 365. To keep certain accounts out of
the chart entirely — service accounts, shared mailboxes, test users — use the filtering
and exclusion options of the web part, described in KB10233. How to Add and
Configure the Organizational Chart Web Part.

Data handling

For a security review, these points are usually relevant:

- Employee data is read from Microsoft Graph directly by the user's browser and is not
sent to Vitextra or to any third-party service.

- A snapshot of the loaded directory is kept in the browser’s local storage for up to 12
hours to speed up repeated visits; it is stored per user and per browser and never
leaves the device.

- Photos and presence are requested only for the cards that are visible on screen and
are not cached beyond the page session.

- The web part contacts Vitextra servers only to verify the license status of the tenant,
to load static assets such as icons, and to collect anonymous telemetry about
product usage. No directory data is included in these requests.

Tip

For an overview of the product, see KB10232. Organizational Chart. Solution
Overview. If employees are missing from the chart even though all permissions are
approved, see KB10236. Why Is Someone Missing from the Organizational Chart?.
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Terms

Microsoft Entra ID

Microsoft Entra ID (formerly Azure Active Directory) is a cloud-based identity and
access management service offered by Microsoft. It allows organizations to efficiently
manage and secure their users’identities and access to a variety of resources, both
internal and external. These resources include Microsoft 365, the Azure platform, and
thousands of other software-as-a-service (SaaS) applications.

Microsoft Graph

Microsoft Graph is a REST API secured with Microsoft Entra ID (formerly Azure Active
Directory) and OAuth 2.0. It provides a single endpoint for accessing data and services
in Microsoft 365, such as SharePoint, Outlook, OneDrive, Teams, and others.
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