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Disclaimer

For the purposes of this Disclaimer:

- Company (referred to as either "the Company’, "We", "Us" or "Our” in this Disclaimer) refers to Vitextra SIA, LV-1009 Riga,
Matise iela 61 - 25.

- Document refers to the Knowledgebase Article.

- You means the individual accessing the Document, or the company, or other legal entity on behalf of which such
individual is accessing or using the Document, as applicable.

- Website refers to Vitextra, accessible from https://vitextra.com

Disclaimer

The information contained in the Document is for general information purposes only.

The Company assumes no responsibility for errors or omissions in the contents of the Document.

In no event shall the Company be liable for any special, direct, indirect, consequential, or incidental damages or any
damages whatsoever, whether in an action of contract, negligence, or other torts, arising out of or in connection with the
use of the contents of the Document. The Company reserves the right to make additions, deletions, or modifications to
the contents in the Document at any time without prior notice.

Errors and Omissions Disclaimer

The information given by the Document is for general guidance on matters of interest only. Therefore, errors can occur
even if the Company takes every precaution to ensure that the Document's content is current and accurate. Plus, given
the changing nature of laws, rules, and regulations, there may be delays, omissions, or inaccuracies in the information
contained in the Document.

The Company is not responsible for any errors or omissions, or for the results obtained from the use of this information.

Fair Use Disclaimer
The Company may use copyrighted material that the copyright owner has not explicitly authorized. The Company is
making such material available for criticism, comment, news reporting, teaching, scholarship, or research.

The Company believes this constitutes a "fair use” of any such copyrighted material as provided for in section 107 of the
United States Copyright law.

If You wish to use copyrighted material from the Document for your own purposes that go beyond fair use, You must
obtain permission from the copyright owner.

"Use at Your Own Risk" Disclaimer

All information in the Document is provided "as is", with no guarantee of completeness, accuracy, timeliness or of the
results obtained from the use of this information, and without warranty of any kind, express or implied, including, but not
limited to warranties of performance, merchantability and fitness for a particular purpose.

The Company will not be liable to You or anyone else for any decision made or action taken in reliance on the
information given by the Service or for any consequential, special or similar damages, even if advised of the possibility of
such damages.

Contact Us
If you have any questions about this Disclaimer, You can contact Us by email: support@vitextra.com.
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Employee Directory: What Data It Reads and Where Favorites and Settings Are Stored

Overview

A people directory shows data about every employee, so it is usually reviewed more
carefully than other web parts. This article describes, for the current version of
Vitextra Employee Directory, exactly what the product reads, where it keeps settings
and personal data, and what leaves the browser. It is the Employee Directory-specific
companion to the general article KB10363. Where Vitextra Products Store Your Data:
Privacy, Data Residency and GDPR.

The solution package contains three web parts: Employee Directory, Employee
Directory (Entra ID) and New Employees. Unless a section says otherwise, the
statements apply to all three. The facts below are taken from the source code of the
product.

Summary for security reviewers
Question Answer

In the browser of the signed-in user, on
Where is people data processed? the SharePoint page or in the Microsoft
Teams client

The signed-in user. All Microsoft Graph
Under whose identity? permissions are delegated; there is no
service account and no app-only access

Directory profiles, photos, presence, free/
busy, manager and direct reports, ‘people

What does it read? | work with" from Microsoft Graph; user
profiles, skills and recent documents
from SharePoint search

It reads employee data; editing a web
Does it write to Microsoft 3657 part saves its configuration in the
SharePoint page

In the web part properties on the page;
the optional default for the Teams
personal app is stored on
vitextra.com per tenant

Where are the settings stored?

The user's favorites (all web parts) and a

. . 7
What is kept in the browser: compressed directory cache (Employee
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Question

What do Vitextra services receive?

Data residency

Answer

Directory (Entra ID) only), in the local
storage of the browser

The license check identifiers, the saved
Teams personal-app settings and usage
telemetry. No directory data, profiles,
photos, presence or calendar data

Microsoft 365 is the source of directory
and profile data. Browser caches,
favorites and downloaded files also hold
copies on users’ devices; Vitextra does
not copy or index the directory

What Employee Directory reads

The web parts call Microsoft Graph and the SharePoint Search REST API directly from
the browser with a token issued for the signed-in user. The following data is read; the
permission column shows the delegated Microsoft Graph permission that the feature

relies on.

Data Source

User accounts and
profile attributes:
name, job title,
department,
company, office
location, e-mail,
phone numbers,
address, employee
ID and type,
account status,
user type, creation
date, assigned
licenses, on-
premises extension
attributes and the
custom attributes
an editor adds

Microsoft Graph /
users

Permission Used for
The directory list,
User.Read.All gearch, refiners,
filters, New
Employees
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Data Source Permission Used for
Details of one
person: about me, .
interests, skills, Microsoft graph / User.Read.All The details pane
users/{id}
schools, past
projects
Microsoft Graph /
users/{l/d}/ The Manager
Manager and direct ménager, column, the details
directReports, | UserRead.All
reports Ime/ / pane, the My team
me/manager, quick filter
me/
directReports
Microsoft Graph / ,
Profile photos users/{id}/ User.Read.All gaid.sl, list and
photo/$value etall> pane

Members of
directory roles and
the list of groups

Microsoft Graph /
directoryRoles

, /groups

Directory.Read.All

Filter conditions by
user role and by

group

Presence and out-
of-office message

Microsoft Graph /
users/{id}/
presence

Presence.Read.All

The presence
indicator

Free/busy and
working hours for
today

Microsoft Graph /
me/calendar/
getSchedule

Calendars.Read

The Availability
and Local time
sections of the
details pane

The people the
user works with
most

Microsoft Graph /
me/people

People.Read

The People | work
with quick filter

User profiles

SharePoint search
(People results)

None (the user’s
own search rights)

The User profiles
data source of the
Employee Directory
web part

Skills

SharePoint search
(People results)

None (the user's
own search rights)

Search by skills
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Data Source Permission Used for

SharePoint search:
the five documents
Recent documents | authored by that None (the user’s
of a person person with the own search rights)
most recent
modification dates

The Recent
Documents section
of the details pane

The permissions are requested by the solution package and approved once by a
Global Administrator; see KB10360. How to Approve Microsoft Graph APl Permissions
for Vitextra Solutions in the SharePoint Admin Center. A feature-by-feature
explanation of each permission is in KB10463. Microsoft Graph Permissions Required
by Employee Directory.

Because every request runs as the signed-in user:

- Access follows the delegated token. The available data depends on the approved
APl permissions and the signed-in user’s effective access. It need not match the
people or attributes shown by another Microsoft 365 interface.

- SharePoint search is security-trimmed. User profiles hidden from the address book
are excluded unless the editor turns on Show hidden users, and the Recent
Documents section lists only documents that the viewer is allowed to open.

- Calendars show only free/busy. The Availability section shows the status of each
half-hour slot (free, tentative, busy, out of office); meeting subjects and locations are
not displayed.

Note

Guest accounts are excluded from the main Entra ID directory: Employee Directory
(Entra ID) filters them in the browser, while the Graph source of Employee Directory
excludes them in its query. SharePoint profile results depend on the search index
and query. Personal quick filters use separate lists; in the Entra ID web part they are
intersected with the loaded directory after exclusions and the predefined filter.

Employee Directory reads employee data

The web parts do not modify employee profiles, directory accounts or calendar items
and do not create SharePoint lists. Reading data requires the relevant Microsoft Graph
and SharePoint permissions. Editing the web part saves its configuration in the
SharePoint page and requires permission to edit that page.
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Users can save directory data to their own device in two ways:

- Export - when the Microsoft Excel spreadsheet option of the Export group is on, the
user can download the results as the file employee-directory.xlsx. The file is built in
the browser and contains the visible columns except the photo and presence.

- vCard - the Download vCard action saves the contact card of one person as a file.

Actions such as Chat in Teams, Call in Teams or Send E-mail only open Microsoft
Teams or the user's e-mail program; the web part does not send messages itself.

Where the settings are stored

Web part properties. All settings an editor makes in the property pane - data source,
columns, filters, layout, quick filters, actions - are stored in the properties of the web
part, inside the page in the Site Pages library. They are versioned with the page and
readable by everyone who can read the page. They contain configuration only, not
employee records.

Default for the Teams personal app. In SharePoint, the property pane of Employee
Directory and Employee Directory (Entra ID) contains the group Personal app
(Microsoft Teams) with the text "You can save the current configuration as a default
one for your tenant. Personal App hosted in Microsoft Teams uses this configuration.”
and the Save Settings button. Selecting the button sends the current settings to
vitextra.com, where they are stored for your tenant ID and the product ID of the
web part. When the web part opens as a personal app in Microsoft Teams (not as a
channel tab), it reads this record and applies it over its own properties.

The saved record contains exactly the following settings and nothing else:

Employee Directory (Entra

Area Employee Directory ID)

Data source, Predefined
Query, Show hidden users,
Show only users with non-

The options of the
Exclude Employees group,
the filter conditions

Data source

empty department

Columns (including which | Columns (including which

are searchable), custom are searchable), custom
Columns and search attributes, search box and | attributes, search box, A-Z

its placeholder, Search by | navigation, Search by

skills skills

Layout View, compact view, card View, compact view, card
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Area

Refinement panel

Details pane

Actions and filters

Employee Directory

fields and card size,
grouping, sorting, page
size, paging, maximum
number of items, total
number of results, the
details pane

On/off, position, refiners

Availability, Local time
and working hours, Recent
Documents

The six actions of the
Context Menu and of
Quick Actions, the four
Quick Filters, the Export
option

Employee Directory (Entra
ID)

fields and card size,
grouping, sorting, page
size, display of all items,
total number of results

On/off, position, refiners

Availability, Local time
and working hours, Recent
Documents

The six actions of the
Context Menu and of
Quick Actions, the four
Quick Filters, the Export
option

The web part title and the other toggles of the Panel group (Manager, Direct Reports,
About Me, Interests, Skills) are not part of the saved record. The New Employees web

part has no Teams default.

Warning

The saved record contains no directory data, but it does contain whatever an editor
typed into the settings - for example a department name in a filter condition, the
text of a Predefined Query or the names of custom attributes. Keep personal data
out of these settings. To stop using the Teams default, save a configuration you are
comfortable with, or ask Vitextra support to delete the record for your tenant.

Favorites in the browser

The Favorites quick filter (see KB10214. Employee Directory Quick Filters: My
Department, My Team, People | Work With, Favorites) keeps the people a user has
starred with Add to favorites in the local storage of the browser. Nothing is written to
Microsoft 365 or sent to Vitextra.

KB10469 Page 9 of 17


https://vitextra.com/en/support/kb/10214
https://vitextra.com/en/support/kb/10214
https://vitextra.com/en/support/kb/10469

Employee Directory: What Data It Reads and Where Favorites and Settings Are Stored

- Key. Vitextra.EmployeeDirectory.Favorites.<object ID>, where the
object ID is the Microsoft Entra ID object ID of the signed-in user. Each user who
signs in to the same browser profile therefore has a separate list.

- Content. A snapshot of each starred person’s loaded profile attributes and custom
attributes. Presence, the manager object, assigned licenses, groups and roles are
removed before saving. The snapshot remains until the favorite is removed.
Employee Directory displays these saved copies; Employee Directory (Entra ID) uses
the IDs to select current loaded records that pass its exclusions and predefined
filter, so a stored favorite need not be visible.

- Scope. The list is shared by Employee Directory web parts on the same SharePoint
domain in the same browser profile. Changes notify other browser tabs through the
storage event. Another web part on the same page may need a reload.

- No roaming. Favorites do not follow the user to another device, browser or browser
profile. The Microsoft Teams client keeps its own storage, so favorites set in Teams
are separate from those set in the browser.

- Removal. The user removes a person with Remove from favorites. All favorites are
removed when the browser data of the SharePoint site is cleared (see How to clear
the data kept in the browser).

Directory cache of the Entra ID web part

To open quickly in large tenants, the Employee Directory (Entra ID) web part loads the
whole user list from Microsoft Graph and keeps it in the local storage of the browser.

- Key. Vitextra.EmployeeDirectory.Data. The value is a compressed JSON
document with the load time and the list of users.

- Content. The profile attributes returned by Microsoft Graph, including managers
when requested. Guest accounts remain in the cache but are excluded from display.
Disabled accounts are excluded when Exclude blocked users is on; when it is off,
they can remain in the cache and appear in the list.

- Refresh. On the next visit the list is shown from the cache immediately. If the cache
is older than 24 hours, the web part reloads the list from Microsoft Graph in the
background. Above the results, the web part shows Last updated: with the age of the
data and a Refresh link that reloads the list at once. Changing the exclusion options
or the custom attributes of the web part also reloads the list. The 24-hour threshold
is checked when cached data is loaded; it is not a periodic timer or a guaranteed
refresh interval. If a refresh fails and a nonempty list with a load date is already
available, that list stays visible with a warning; without such data, a loading error is
shown. The stored cache is replaced only after a successful load and write to
browser storage.

- Scope. One cache per browser profile and SharePoint domain, without separation by
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user or web part. If saving fails, the current list remains usable, but an older saved
copy can remain. A full load is needed on the next visit only when no usable cache
exists.

The Employee Directory web part (both data sources) and the New Employees web
part keep no directory cache; they query Microsoft 365 each time the page opens.
Profile photos are kept in memory only while the page is open.

Warning

On shared or kiosk computers, the cached directory is readable by the next person
who uses the same browser profile, and it contains attributes such as phone
numbers and addresses of all employees. Give each person a separate Windows
account or browser profile, use a private window, or apply a policy that clears site
data when the browser closes.

How to clear the data kept in the browser

Users and administrators can remove the favorites and the directory cache at any
time:

1 For one user, in the browser. Clear the cookies and site data of your SharePoint
domain (for example https://contoso.sharepoint.com) in the browser
settings. This removes the favorites, the directory cache and the sign-in cookies of
the site, so SharePoint asks you to sign in again.

2 For a single key. In Microsoft Edge or Google Chrome, open the developer tools
(F12), select Application > Local storage > your SharePoint domain, and delete
Vitextra.EmployeeDirectory.Data or
Vitextra.EmployeeDirectory.Favorites.<object ID>.

3 Only the cache. Select Refresh to request current data. This does not delete the
stored copy; it is replaced only if loading and saving succeed.

4 In Microsoft Teams. The Teams client keeps its own storage; clear it with Microsoft's
procedure for clearing the Teams cache.

5 For a fleet of devices. Use a browser policy that clears site data on exit, or private
browsing, on shared devices.

What is sent to Vitextra and to Application Insights

No request to Vitextra contains employee records, profile attributes, photos, presence,
calendar data, favorites or search terms. The product sends only the following:
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Purpose What is sent Where

Tenant ID, the object ID of
the signed-in user, the
address of the site (in
License check Teams, the SharePoint vitextra.com
host name), the product
ID, the web part name and
version

When an editor selects

Save Settings: the tenant

ID, the product ID and the

settings listed in Where

the settings are stored. vitextra.com
When the personal app

opens: the tenant ID and

the product ID, to read the

record

Teams personal-app
settings

One "Load Web Part” event
per render: the web part
name and version, the ID
and address of the site,
the object ID of the user,
the language of the site

Usage telemetry and of the interface, and Azure Application Insights
whether the web part runs
in Teams. For errors: the
web part name, solution
ID and version, the site
address and the error
details

Ordinary file requests for
Product files the scripts of the web static.vitextra.com
parts

In all of these, the user is identified by the object ID of the account - a GUID - not by
name or e-mail address. Like any Application Insights client, the telemetry SDK adds
its standard technical context to each record, such as an anonymous session identifier
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and browser information. The license status is shown in the About group of the
property pane; if vitextra.com cannot be reached, the web parts still work.

Note

The processing of the license and telemetry identifiers by Vitextra is described in
the Privacy Policy. Vitextra does not receive the content of your directory.

Network hosts to allow

If outbound connections are restricted, the browsers and the Teams clients of the
users need HTTPS access to:

- your SharePoint domain (<tenant>.sharepoint.com) and
graph.microsoft.com-all directory, profile, search, presence and calendar data;

- static.vitextra.com -the scripts of the web parts (required: without it the web
parts cannot load);

- vitextra.com- license check and the Teams personal-app settings;

- dc.services.visualstudio.com - Application Insights telemetry (optional: if
blocked, the web parts work without it);

- spoprod-a.akamaihd.net and the Microsoft content delivery networks that
SharePoint already uses - file-type icons in Recent Documents and the Fluent Ul
icons;

- teams.microsoft.com - only when users select Chat in Teams, Call in Teams or
Schedule a meeting.

Data protection and GDPR

- Controller and processor. The directory data belongs to your Microsoft 365 tenant;
you are the controller and Microsoft is your processor. Employee Directory displays
this data to users who are already allowed to see it in Microsoft 365.

- Data minimization. Administrators decide which columns, custom attributes and
details-pane sections are shown. Turn off sections you do not need, such as
Availability or Recent Documents, and do not add sensitive custom attributes.

- Retention on devices. Favorites remain until the user removes them or clears
browser data. The directory cache has no automatic deletion deadline: after 24
hours, loading it triggers a background refresh attempt. A successful load replaces
the stored copy if browser storage permits; a failed refresh leaves the old copy in
place.

- Right to erasure. A person deleted in Microsoft Entra ID disappears from the
directory after the next successful data load; there is no guaranteed 24-hour
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removal deadline. Copies in favorites remain until users remove them. See KB10363.
Where Vitextra Products Store Your Data: Privacy, Data Residency and GDPR.

Tip

For a security questionnaire, combine this article with KB10463. Microsoft Graph
Permissions Required by Employee Directory for the permission justification and
KB10363. Where Vitextra Products Store Your Data: Privacy, Data Residency and
GDPR for the company-wide statements. For a data processing agreement, contact
Vitextra support.

Related articles

- KB10363. Where Vitextra Products Store Your Data: Privacy, Data Residency and
GDPR

- KB10463. Microsoft Graph Permissions Required by Employee Directory

- KB10360. How to Approve Microsoft Graph API Permissions for Vitextra Solutions in
the SharePoint Admin Center

- KB10214. Employee Directory Quick Filters: My Department, My Team, People | Work
With, Favorites
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Terms

Extension Attributes

Extension attributes in Microsoft Entra ID are additional properties that can be added
to the default set of attributes provided by the service. They allow organizations to
extend the Microsoft Entra ID schema with custom data fields that are specific to their
business needs.

Feature

A feature is a set of SharePoint elements (artifacts), such as site columns, content
types, web parts, application pages, custom actions, list templates, list instances, and
others.

JSON

JSON (JavaScript Object Notation) is a lightweight, text-based data-interchange format
that is easy for people to read and write and easy for software to parse and generate.
It is widely used by REST APIs, configuration files, and web applications to exchange
structured data.

List

A list is a storage unit in SharePoint. A list can contain columns of different types,
content types, and views. A document library is a special type of list and therefore
inherits the functionality of a list.

Microsoft 365

Microsoft 365 is a cloud-based subscription service that combines productivity apps
such as Word, Excel, PowerPoint, and Outlook with cloud services such as SharePoint,
OneDrive, Teams, and Exchange Online, together with advanced security and device
management.

Microsoft Entra ID

Microsoft Entra ID (formerly Azure Active Directory) is a cloud-based identity and
access management service offered by Microsoft. It allows organizations to efficiently
manage and secure their users’identities and access to a variety of resources, both
internal and external. These resources include Microsoft 365, the Azure platform, and
thousands of other software-as-a-service (SaaS) applications.

Microsoft Graph
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Microsoft Graph is a REST API secured with Microsoft Entra ID (formerly Azure Active
Directory) and OAuth 2.0. It provides a single endpoint for accessing data and services
in Microsoft 365, such as SharePoint, Outlook, OneDrive, Teams, and others.

Microsoft Teams
Microsoft Teams is a chat-based collaboration platform for business communications
with features for online meetings, live events, and document sharing.

REST API

REST API (Representational State Transfer Application Programming Interface) is a
standardized way for software applications to communicate over the internet. It
enables clients to request and manipulate data on a server using standard HTTP
methods such as GET, POST, PUT, and DELETE. REST APIs are widely used for building
web services that are scalable, flexible, and can be accessed by various client
applications.

SharePoint

SharePoint is a web-based collaboration platform that provides content management,
document management, workflow applications, search, and other tools that empower
employees and teams to work together. SharePoint is also a secure place to store,
organize, and access shared information.

Tenant

A Microsoft 365 tenant is a dedicated instance of Microsoft 365 services. The tenant
holds the organization'’s information, such as users and domains (Microsoft Entra ID),
configurations, subscriptions, and services. An organization receives a tenant by
signing up for Microsoft 365 services.

View

Aview is a saved configuration that determines which items of a list or library are
displayed and how, including the columns, sorting, filtering, grouping, and layout.
Views can be personal or public.

Web Part
A web part is a primary building block of functionality or content placed on a
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SharePoint page. Some web parts support customization, such as configuring the web
part or changing its appearance.
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